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REPORT ON

2" YEAR CSE STUDENT — JAYATEERTHA’S ACHIEVEMENTS

Our student Jayateertha of 2" year bearing the USN 1SB17CS030, has participated in various events
organized by very reputed organizations for finding the faults in their websites and smooth working of their
websites.

The details are as follows:

BBC:

In BBC website: He started finding the bug during 12" December 2018. The bug was fixed on 25" March
2019. T-shirt received 11" April 2019 along with a thanking letter of acknowledgement. The issue was
stored xss in multiple input fields, which might also lead to issues like account take over ,stored credit/debit
card details leak and also user data disclosure.

Microsoft:

In Microsoft website: He started finding the bug during 18" April 2018 and the bug was fixed by 1 May
2018  https://www.microsoft.com/en-us/msrc/researcher-acknowledgments-online-services?rtc=1  .The
Report n0:44430. Acknowledgement went live by May. Acknowledgement was published in July. The bug
was Xss in imagineacademy.microsoft.com

Skype:

In Skype website: He started finding the bug during 27/12/2018. The bug was fixed by 18" March 2019.
Report no:49300. Published in acknowledgement page on Feb (2019). This is about multiple xss in
*.skype.com (Skype subdomains)
https://portal.msrc.microsoft.com/en-us/security-guidance/researcher-acknowledgments-online-services

Outlook:

In outlook website: He started finding the bug during 27" March 2018. The bug was fixed by 11/08/2019
(complete redesign of website was done). Report no:44441. 1t was a small bug(clickjacking in outlook) but
could have large impact like deleting all mail without user knowledge etc.....Swag t-shirt and badge etc was
provided for this only. https://www.microsoft.com/en-us/msrc/researcher-acknowledgments-online-
services?rtc=1 . Clickjacking in https://blogs.technet.microsoft.com/

Microsoft:

In Microsoft website: He started finding the bug during 25th march 2018.The bug was fixed by May 16"
Report no:44422. Acknowledgement was provided in May month publications and gone live by June.
https://www.microsoft.com/en-us/msrc/researcher-acknowledgments-online-services?ric=1. The bug was
leading to commenting without user knowledge , post article, rate articles without user knowledge.



https://www.microsoft.com/en-us/msrc/researcher-acknowledgments-online-services?rtc=1
https://portal.msrc.microsoft.com/en-us/security-guidance/researcher-acknowledgments-online-services
https://www.microsoft.com/en-us/msrc/researcher-acknowledgments-online-services?rtc=1
https://www.microsoft.com/en-us/msrc/researcher-acknowledgments-online-services?rtc=1
https://blogs.technet.microsoft.com/
https://www.microsoft.com/en-us/msrc/researcher-acknowledgments-online-services?rtc=1

WhatsApp il 4G 7:16 PM o mm )

& microsoft.com

Gerard Arall from Endouble
e Hariharan.S

e Hoang Quoc Thinh (@g4mm4) of Cyber Jutsu
Co.Ltd

® ilyas ORAK(@ilyasorak_) of Innoverabt

e ||t4l

e Jafar Hasan of Webvillee Technology Pvt. Ltd
® Jaime lvan Mendoza Ribera

avis of Virginia Tech

e Joel Melegrito

e Julien Zolli
e Kenneth Billones

e Konark Modi (@konarkmodi) at Tech Lead - Cliqz,
Gmbh

e Krishna Manoj Vandavasi
® Muhammad Uwais
® Leonid Hartmann @_harleo

® Luca Consolati

We have concluded our investigation into the vulnerability you
reported and have taken action to mitigate the issue.

Please feel free to check if we have resolved this to your satisfaction,
and let us know if you find anything more that we should be made
aware of.

As a token of our appreciation for your report, we would like to offer
you one of our limited edition bug finder T-shirts. Please could you let
us know the size that you require and the delivery address?

The T-shirt sizes we have in stock at the moment are:

If you would like a public acknowledgement of your report to appear
on the BBC website, could you please tell us how you would like to
appear and optionally a link to a social media account to be added?
You can see the current acknowledgements page here.

Again, thank you from the BBC Information Security team.

Kind Regards,

BBC Information Security
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Security vuineraplites. £acn name listea represents an

individual or company who has privately disclosed one or

more security vulnerabilities in our online services and

worked with us to remediate the issue.

Click here for an archive going back to 2007.
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